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THE DEPARTMENT OF LABOR, LICENSING AND REGULATION

Division of Unemployment Insurance

MARVIAND - ETP TRANSFER CLIENT-SIDE VALIDATION

IMPORT FILE Close Application

‘This application s intended to assist a payroll service provider or large employer with identifying file level and formatting errors prior
to submitting a quarterly contribution or wage ftp file transmission. Please follow the instructions below:

Enter the reporting period and file type for the file you will be validating
Select the BROWSE button to locate the file

Select the IMPORT button to start the import and validation processes

Review the error report that will display below the import file progress message as a link once validation completes.
If erfors exists, correct your original data source and create a new file

Select the Clear Form button and repeat the steps above

Once an error-free file is imported, the application will create the file you are to transfer. NO FILE WILL BE ACCEPTED UNLESS IT
IS THE FILE THIS APPLICATION CREATED FOR YOU TO TRANSFER VIA FTP.

Enter the Reporting Period Year and Quarter and select the file type.
Year/Quarter: | 20142 Yvyya
File Type: © Wage © Contribution
‘Select the BROWSE button to locate the file you would like to import. After you select the file and it displays in the File Location
box, select the IMPORT button to begin the import and validation process.

File Location: |K:\System Design Unit\Application Design\FTP TRANSFERIREWRITE 2010\TESTING\QA T

Importing File - 100% - completed
‘The status report is available to review at C\Users\kwharton\Documents\FileStatusReport21102014103715 rf
‘The file you imported contained no errors. Please select the CREATE TRANSFER FILE button to continue.

Creating transfer file - 100% - completed

‘The transfer file is available for FTP transmission at C:\Users\kwharton\Documents\CONTRIBUTION21102014110822 bt

FILES SENT BEFORE THE TIMELY FILING BEGIN DATE OR AFTER THE LATE FILING END DATE WILL NOT BE ACCEPTED
Late filings are subject to applicable penalties and inerest Refer to the User Guide for more information on the FTP transfer filing
process.
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State of Maryland

Department of Labor, Licensing, and Regulation

Division of Unemployment Insurance

Maryland Unemployment Insurance

Client Validation Application 

User Guide
This guide provides the information necessary to use the Maryland UI Client Validation Application.  

USER GUIDE INDEX

Introduction
Instructions 

Import a File
Create Transfer File
Status Report
Transfer File for FTP Transmission
· FTP Settings for Logging Into Your Account
Transfer File (Illustration)
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The Maryland Department of Labor, Licensing & Regulation - Division of Unemployment Insurance has made available a Client Validation Application (CVA). This application is intended for use by employers and payroll service providers that either currently or in the future will be filing quarterly Unemployment Insurance tax and wage information using the Agency-approved text file formats. 
The Client Validation Application allows the entity that submits this type of file to validate the file against the acceptable formats for such files (links to acceptable file formats are shown below) as well as for certain errors in data or presentation that will cause the file to be rejected by the Agency. Additionally, the application creates a unique submission file that can then be passed to the Agency via secure FTP. Submitting these files in this manner greatly reduces the possibility that sensitive information (such as social security numbers) can be accessed by those not authorized to do so.

It is hoped that the use of this application will result in a lesser number of rejected files, and a greater efficiency in the submission of Unemployment Insurance contribution and wage data.

Links to acceptable file formats for both contribution and wage files can be found at: http://www.dllr.state.md.us/employment/magnetic.shtml
NOTE: Beginning with the fourth of 2015, the Department of Labor, Licensing & Regulation - Division of Unemployment Insurance will require all large, multiple-account employers and payroll service providers that submit quarterly information via file to utilize the Client Validation Application and the secure FTP process. In order to begin using this process, an employer or payroll service provider must contact the Agency via email at dluiftpadmin_dllr@maryland.gov in order to register as a user. At that time you will be given a login and password that will enable you to access the Agency FTP site. When contacting the Agency to register, please include the following (required) information: Employer or Payroll Service Provider name, a contact name, phone number and email address. If desired, information for a secondary contact may also be included.
Due to security restrictions, an FTP user’s login and password are subject to being disabled or deleted after a period of non-use. If the registered user’s login has been inactive for a period of 120 days, the account will be suspended. Prior to this suspension, a dormant account will be sent an email reminder (to their primary contact email address) after 113 days informing them that they must log into their account. If they do not, the account must be reactivated, and the user must login using the new login and password within 24 hours. If the user’s account has had no activity for 150 days, the account will be deleted, and the user will have to register again with the Agency.
GENERAL INSTRUCTIONS
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Accessing the Maryland UI Client Validation Application 
The link to download and install the Client Validation Application can be found on the Agency web site at: http://www.dllr.state.md.us/employment/uitaxapps.shtml. On that page, select the link captioned “Quarterly Contribution & Wage Reporting FTP Transfer Site”.
Entering Data
In order to use the application, you must first have created a contributions file, a wage file or both. These files must be in an approved format for that file type. To validate files for submission, first open the CVA application. Initially, you will find three items of information that must be entered. The first item will be the year and quarter (YYYYQ) for the data in the file that is to be validated. The second item is the selection of the type of file to be processed (contribution or wage). The last item is the location and path of the specific file that is to be validated.

After entering or selecting the first two items, click on the “BROWSE” button. In the resulting dialog, locate and select either the contributions or wage file that was created previously. 
Advancing Through the Application
As the file is processed it is validated against formatting and content errors that would prevent its being accepted and successfully updated to the Unemployment Insurance system. After these errors are corrected, the final step would be the actual submission of the data file via secure FTP.
Closing the Application
The application can be closed by clicking on the link “Close Application”
For Assistance

For assistance, please email your request to dluiftpadmin_dllr@maryland.gov.
IMPORT A FILE
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‘THE DEPARTMENT OF LABOR, LICENSING AND REGULATION
Division of Unemployment Insurance

AND | ETP TRANSFER CLIENT-SIDE VALIDATION

IMPORT FILE

‘This application s intended to assist a payroll service provider or large employer with identifying file level and formatting errors prior
to submitting a quarterly contribution or wage ftp file transmission. Please follow the instructions below:

Enter the reporting period and file type for the file you will be validating
Select the BROWSE button to locate the file

Select the IMPORT button to start the import and validation processes.

Review the error report that will display below the import file progress message as a link once validation completes.
If errors exists, correct your original data source and create a new file.

Select the Clear Form button and repeat the steps above

Once an error-free file is imported, the application will create the file you are to transfer. NO FILE WILL BE ACCEPTED UNLESS IT
1S THE FILE THIS APPLICATION CREATED FOR YOU TO TRANSFER VIA FTP.
Enter the Reporting Period Year and Quarter and select the file type.

YeariQuarter YYYYQ
File Type: © Wage © Contribution

Select the BROWSE button to locate the file you would like to import. After you select the file and it displays in the File Location
box, select the IMPORT button to begin the import and validation process.

File Location: [BROWSE]
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Purpose:

The purpose of the “IMPORT FILE” page is to allow the user to select a data file (either wage or contribution), enter required information about that file, and to validate that file for correct formatting, presentation and for any errors in data. This will serve to eliminate any potential issues prior to submitting the file, rather than chancing a delay in processing due to the necessity of resolving these issues at a later time.
Instructions:
On opening the application, you should find the page illustrated above. The steps to process a wage or contribution file are shown at the top of the page for your convenience.

On the IMPORT FILE page, you will find three required items of information that must be entered. 

The first item will be the year and quarter of the data in the file that is to be validated (YYYYQ). 

The second item is a selection of the type of file to be processed (contribution or wage). 

The last item is the specific file that is to be validated.

After entering and selecting the first two items, click on the “BROWSE” button. Then locate and select either the contribution or wage file that was created previously.
Once all three required items have been completed, click the “IMPORT” button. The application will then validate the specified data file. If the file contains no errors, a button titled “CREATE TRANSFER FILE” will appear. If errors were found, all the required edits will be disabled, and you will see a link to a report that will detail the errors that must be corrected before the file can be submitted.
NOTE: Care should be exercised in making any subsequent corrections to the wage or contributions file and in the initial composition of the files. In order to pass the validation edits, contribution files cannot have duplicate entries (multiple lines for one employer account). Multiple files are also not permitted - the Agency can only accept one file of each type from any given employer/payroll service provider per quarter. All employer account numbers within the data must be in the normal account number format of two leading zeroes, followed by the remaining eight digits of the account number.
[image: image8.emf]

The original file must be modified to correct any errors. Once you have corrected any errors in the original file, click the “CLEAR FORM” button, and repeat the validation process. Once all errors have been successfully resolved, the “CREATE TRANSFER FILE” button should appear. Click that button to create the actual file to be submitted to the Agency for processing. 
Notes: 

Examples of common validation issues:
FILE CAN CONTAIN NO BLANK LINES

Commonly, as these files are created, the last line will have one last carriage return/line feed. If you can see no obviously empty lines in the file, go to the end of the file and see if the cursor in your editor is below the last line of data. If so, remove that last line.

ALL LINES ARE NOT THE SAME LENGTH or LINES DO NOT HAVE THE SAME LENGTH AS THE FIRST LINE

Place your cursor at the end of the first line and move downward, using the down-arrow key. As you move down through the file, check the line length to see if there are any differences in what column is the end of the selected line in the file.
ACCOUNT 0521165241, ACCOUNT NUMBER MUST BE 10 NUMBERS AND START WITH 00

All Employer account numbers included in either the contributions or wage files submitted via FTP must conform to the correct presentation: two leading zeroes plus the remaining eight significant digits. Any other presentation will not pass validation and will prevent the submission of the file. Any accounts with missing or for which Maryland U.I. account numbers have not yet been assigned will have to be submitted separately. These “applied for” accounts can still be submitted on paper returns.
ACCOUNT XXXXXXXXXX, DUPLICATE ACCOUNT FOR XXXXXXXXXX

If the error message notes a duplicate account number, these items must be evaluated to determine if the duplicate entries should be removed, or perhaps combined into one line. There cannot be multiple lines of data for a single employer account.
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CREATE TRANSFER FILE
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‘THE DEPARTMENT OF LABOR, LICENSING AND REGULATION
Division of Unemployment Insurance

FTP TRANSFER CLIENT-SIDE VALIDATION

IMPORT FILE

‘This application s intended to assist a payroll service provider or large employer with identifying file level and formatting errors prior
to submitting a quarterly contribution or wage ftp file transmission. Please follow the instructions below:

Enter the reporting period and file type for the file you will be validating
Select the BROWSE button to locate the file

Select the IMPORT button to start the import and validation processes.

Review the error report that will display below the import file progress message as a link once validation completes.
If errors exists, correct your original data source and create a new file.

Select the Clear Form button and repeat the steps above

Once an error-free file is imported, the application will create the file you are to transfer. NO FILE WILL BE ACCEPTED UNLESS IT
IS THE FILE THIS APPLICATION CREATED FOR YOU TO TRANSFER VIA FTP.
Enter the Reporting Period Year and Quarter and select the file type.

Year/Quarter: | 20142 Yvyya
File Type: O Wage © Contribution

Select the BROWSE button to locate the file you would like to import. After you select the file and it displays in the File Location
box, select the IMPORT button to begin the import and validation process.

File Location: |K\System Design Unit\Application Design\FTP TRANSFERIREWRITE 2010\TESTING\QAT|

Importing File - 100% - completed
The status report is avalable to review at
‘The file you imported contained no errors. Please select the CREATE TRANSFER FILE button to continue.

CREATE TRANSFER FILE

0

1037 AM
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Purpose:
The purpose of this page is to allow the creation of a properly formatted file to be transferred via secure FTP. 
Instructions:
Once all formatting issues have been addressed, and the “CREATE TRANSFER FILE” button is displayed, the file that was created by the application is ready to be submitted to the Agency FTP site. The file created by the application is a specially formatted file, with a unique hash total or checksum line. This file can neither be altered nor renamed after it is created. Remember to submit the created file rather than your original data file. 
STATUS REPORT








Return to Index
[image: image3.png]STATE OF MARYLAND - DEPARTMENT OF LABOR LICENSING AND REGULATION
DIVISION OF UNEMPLOYMENT INSURANCE - FILE STATUS

FTP TRANSFER FILE STATUS REPORT
Report created 10/21/2014, 12:03 PM

File Name: Test File_14-2.txt
Year/Quarter: 1412

FILE STATUS: No errors found





Purpose:

The purpose of the FTP Transfer File Status Report is to advise the transferor if there were any errors in the file being processed or, if the file was validated successfully, notification of that success.
Instructions:

If the FTP Transfer File Status Report indicates that the file contained errors, the errors must be reviewed and corrected before a transfer file can be successfully created. The original data file must be examined, and its contents altered to address the errors listed in the status report.
TRANSFER FILE FOR FTP TRANSMISSION 
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Purpose:
The purpose of the Transfer File for FTP Transmission page is to allow the user access to the uniquely formatted transfer file that was created through the CVA process. This file is saved locally and can be accessed via the link immediately below the notification that the transfer file was created successfully. The link shown immediately above the text “Please select the CREATE TRANSFER FILE button to continue” allows the user to access the status report that is generated when the transfer file is successfully created. The status report file should never be the file that is submitted for processing through secure FTP. 
Instructions:
Once a data file has been validated and the resulting transfer file is available, the file is ready to be submitted to the Agency FTP site. In order to submit a contribution or wage file via secure FTP, you will need to have installed an FTP software application. If you do not have a preferred FTP software installed already, there are several such programs available on the Internet (such as FileZilla or WS FTP Pro), and many of them are free to download. (Refer to FTP SETTINGS FOR LOGGING INTO YOUR ACCOUNT following this section.) 
After connecting to the Agency secure FTP site (using the login and password originally assigned), you should be able to see a folder with a title that is the same as the first four characters of your logon. The file created by the Client Validation Application should be copied into that folder. After the file is placed in the folder, an automatic process will run every 30 minutes on the hour and half-hour to check for available files and retrieve them for processing. When your file is picked up, you will receive an email notification that it has been received by the Agency. You will also be notified when the file is processed. These notifications will be sent using the contact information that was provided upon registration. Once the file has been processed, a report of any processing errors will be copied to the same folder into which the wage or contribution file was placed. The report can be accessed by again logging into the FTP site and viewing the contents of the folder.


Note: Only one submission (one wage and/or one contribution file) is permitted per quarter. If you formerly submitted multiple files, these will have to be consolidated into one submission. If you attempt to submit a second file of either type, the file will not be accepted, and you will receive an email indicating that the file for the current quarter had already been submitted.
If your processing report contains a closed account error message, one or more U.I. account numbers in the submitted file were in closed status. Any data submitted under an account in that status cannot be updated. 

If you are a single account employer, this will mean that the entire data file will be rejected until corrections are made and the file is resubmitted using a valid and open account number. A notification email informing you of the rejection will be issued.

If you are a payroll service provider or an employing entity that submits multiple U.I. accounts within the same data file, any records with valid, open U.I. account numbers will be processed; however, the data for any account numbers that are closed cannot be updated until corrected information is received.  

If you are a multiple-account employer, you will need to review the data that was submitted under the closed account, and contact the Agency at dluiftpadmin_dllr@maryland.gov.to allow us to update the Agency’s records. If you are a payroll service provider, you will need to contact your client to determine the correct, open account under which their data should be submitted before creating their data for the next quarter. You can inform the Agency of any updates to account number information by email at dluiftpadmin_dllr@maryland.gov..
Additionally: 
If you are a payroll service provider (depending on the number of accounts contained in your file) processing your file may take longer. This may result in a delay in sending the second email, notifying you that processing is complete. 

FTP SETTINGS FOR LOGGING INTO YOUR ACCOUNT
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The example above shows the settings as entered using FileZilla. The settings necessary to connect to the Agency secure FTP site are:
Host = taxtran.dllr.state.md.us
Protocol = FTP – File Transfer Protocol
Encryption = Require explicit FTP over TLS
Logon Type = Account
User = your user name
Password = your password
Account = your user name
The User and Password assigned to you at registration should be entered in the User, Password, and Account fields.  These items are case-sensitive and must be entered correctly to connect to the FTP site. Clicking the “Connect” button should log you onto the FTP site.
When logging on, you might also receive an “Unknown certificate” message like the one shown. First time users should select "Always trust certificate in future sessions" and then OK.  Future upgrades to your FTP software may require that you select that option again.

[image: image6.emf]


Important: If you have problems connecting and you are a company with an FTP Client that is located behind a firewall, please verify that Ports 3000 – 3500 are open to allow incoming traffic from 167.102.227.21.

As part of the implementation of new FTP security safeguards, SFTP access over port 22 to the DLLR Taxtran FTP server will be blocked.
TRANSFER FILE
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Purpose:
The purpose of the transfer file is to provide a properly formatted data file that has been given a unique identifier that will allow the Agency’s FTP process to know that the file is unchanged, and to accept and update it as a valid submission of the quarterly wage and/or contributions data.
Instructions:
The transfer file can be created after successfully validating the wage or contribution data file, and is the file that is to be submitted to the Agency’s secure FTP site. Remember not  to alter or rename this file, as this will invalidate the file and it will not be accepted.
Boyd K. Rutherford


Lt. Governor





Larry Hogan


Governor





IMPORTANT: YOU WILL NEED TO REMEMBER that the file created by the Client Validation Application – and not the original file that was validated – is the file that must be submitted to the Agency FTP site. The file created by the CVA can neither be altered nor renamed before it is submitted; if it is, the file will not be recognized and processed.
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